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1. Overview

Cyclope Internet Filtering Proxy monitors the entire Internet traffic and blocks the access to
websites and files according to the chosen filter. The requested web pages are displayed only if
they comply with the specified filters.

Cyclope Internet Filtering Proxy comes to help companies better manage Internet usage and
bandwidth consumption, reduce web browsing for personal use during work ing hours, eliminate
explicit content websites form being accessed, protect the network against online threats, and
discourage the download of unlicensed software and other copyrighted materials.

Cyclope Internet Filtering Proxy monitors the entire Intern et traffic and blocks the access to
websites and files according to the chosen filter. The requested web pages are displayed only if
they comply with the specified filters.

Cyclope Internet Filtering Proxy is also an Internet Sharing Software, capable of providing cost
effective Internet access to multiple computers via a single Internet connection.
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2. Installation

2.1 System requirements

Windows NT, 2000, 2003, XP
256 MB RAM
4 MB on Hard Disk for application files

50MB additional stora  ge space for log files.

2.2. Cyclope Internet Filtering Proxy Installation

In the setup please choose the installation folder where you want the program to be installed
default folderis  Program files \ CIFP )

After install you have to configure

(the

Cyclope | nternet Filtering Proxy . This is possible by running
the Configuration Wizard that will open as soon as the installation wizard is finished.

Run Cyclope Internet Filtering Proxy IP Address Wizard . This wizard will start automatically
before finishing the  installation wizard.

F'II.‘_I'ERING

Welcome to the Cyclope Internet Filter
Server Configuration Wizard

This wizard will help you configure Cyclope Internet Filtering Proxy server
and the browsers to best view the web interface.

Cyclope Intemet Filtering Proxy is a proxy server with advanced filtering
features. You have to select one of the IP addresses and type a port
number on which the Cyclope Internet Filtering Prosy will listen for
incoming client connections.

To continue, click Next.

MNext > | Cancel I Finish
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Select the IP Address

Cyclope Internet Filtering Proxy is a proxy server with advanced filtering features. Y ou have
to select one of the IP addresses and type a port number on which the Cyclope Internet
Filtering Proxy will listen for incoming client connections. In the IP addresses dropdown you will

see all the IP addresses that your machine currently is using: the LAN IP address (which is
usually 192.168.x.x or 10.x.x.x ), the Default IP address (127.0.0.1) and if the case, an
External IP address (like 68.x.x.x or 216.x.x.x ). If you select the LAN IP address (which is
usually 192.168.x.x or 10.x.x.x ) the traffic from all your LAN machines can be filtered. We
recommend you to use this IP address. If you select the Default IP address (127.0.0.1) only
the traffic from your machine will be filtered. This is recommended when you test the product on

a single machine. C onfiguring the  Cyclope Internet Filtering Proxy to listento an  External IP

address (like 68.x.x.x or 216.x.x.x ) is highly not recommended.

Select IP Address

In the IP addresses dropdown you will see all the IP addresses that your
machine currently is using: the LAN IP address [which is usually
192.168.%.% or 10.%.x.%) and if the case, an external IP address (like
B8.x.%.% or 216.5.%.%).

Configuring the Cyclope Intemet Filtering Proxy to listen to an external IP
address (68.x.x.% or 216.x.%.%] is highly NOT RECOMMENDED.

For your machine we recommend you choosing this IP address:
192.168.0.25

Select IP Address:  {192.168.0.25 |

Select Port; ISUBU

FILTERING
< Back Cancel |

Browser Configuration
This section allows you to configure the browsers installed on your machine to use the Cyclope
Internet Filtering Proxy in order to filter the content and access the configuration pages.
Cyclope Internet Filtering Proxy has a web Interface that allows you to configure the filtering
rules and to show you detailed statistics. The configuration pages will be automatically loaded at
the end of installation process. The other browsers can be configured to use Cyclope Internet

Filte ring Proxy in order to filter and track the web traffic generated while using them.
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Browser Configuration

This section allows you to configure the browsers installed on your machine
to use the Cyclope Intemet Filtering Proxy in order to filter the content and
access the configuration pages.

The application has a web Interface that allows you to configure the filtering
ules and to show you detailed statistics. This web interface is accessible
only by using Intemet Explorer (default brawser) by typing http: //web.filter in
your address bar.

The configuration pages will be automatically loaded at the end of
installation process.

The other browsers can be configured to use Cyclope Intemet Filtering
Proxy in order to filter and track the web traffic generated while using them.

¥ Intemet Explorer [ Opera
[ Mozilla (including Firefox) [ Netscape

Cancel Finish

Client Configuration

In order to control and fi Iter the Internet traffic made by work stations, you must configure the
installed browsers to use a proxy server running on the chosen LAN IP, and chosen port.

-

MUST be
configured to use
Cyclope as proxy
server

5>ﬂ»il»>

How to configure client workstations

Employee Workstations

Cyclope Internet
Filtering Proxy

1 =
Internet Gateway Internet

< Back

Cancel Finish

For manually configuring your browser so that the application performs successfully please follow
the paths below. After the wizard is completed, Cyclope internet Filtering Proxy

will open in a new browser.

web interface

-6-
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Setup - Cyclope Internet Filtering Proxy E]i

Completing the Cyclope Internet
Filtering Proxy Setup Wizard

Setup has finished installing Cyclope Intemet Filtering Proxy on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

Launch Cyclope Intemet Filtering Proxy User Interface
[] Launch Cyclope Intemet Filtering ProxyHelp

FILTERING

[ <Back |[ Fiish |

2.3. Client Browser Configuration

For monitoring all computers, it is compulsory that all traffic is routed through the same proxy. All

netwo rk members will be asked to make some changes to the browsers they are using. This can

be done manually following the instructions detailed below, or by using the Client Configuration
Utility from the Cyclope Internet Filtering Proxy package. Before procee ding to the manual
client browser configuration make sure that you know:

o The server IP (the computer where the application is installed )
0 The port to be used. The default application port is: 8080.

If used in network please use the configuration utilit y to configure the proxy to listen for
connections from the network IP address of the computer where Cyclope Internet Filtering
Proxy is installed, then set all internet browsers from the computer clients that are using

Cyclope Internet Filtering Proxy to access the Internet via a proxy connection and the proxy
address is the address of the computer where the proxy is installed.
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2.3.1. Internet Explorer

Goto Tools / Internet Options / Connections / LAN Settings / Use a proxy server for

your LAN / Address

isinstalled ), Port - insertthe port.

A about:blank - Microsoft Internet Explorer

- insert server IP ( the computer where

Cyclope Internet Filtering Proxy

Internet Options

Home page
ﬁ You can changs whech pags 10 Lt Jor pout home pags
Addess

[ Use Curent J erbdu ][ Uthrk]

Temporary Intemet fles

{ Pages you view on the Intermst ae stoeed n a specsyl folder
{ for quack viovang later

(Delete Cockies._ | | Detete Fies | [ Settings |

Histoty
The Hidory foldar contams knks 10 pages pou've vislled, fore

Quack access 10 tecantly viewsd pages.
2%

o

Days 10 keep pagas n bestoey:

Internet Options f'? X

Genersl | Secusty | Piivacy | Contert| Connectons | Programa | Advanced

~ i It , chek

‘g ou(-tom arnet connection
Diskup and Vieual Prvate Network setings

Choana Settings ¥ you need to configure & proxy
server for & connection.

Local Avea Netwodk [LAN] teting:

LAN Settings do not apply to dal-up connections. I SWI
Choose Settings sbove for da-up W5 i l%

[ ok || Coen |

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] Automatically detect settings
[[Juse automatic configuration script
L
Proxy server
UseaproxysetvaforwaAN(Theseseumswlnotapplyto
dial-up or YPN connections).
Address: | . | Port: ‘A < ~Ladvanced...
Wmoxy server for local addresses Insert port
Insert IP
nsert server [ oK l [ Cd'ltd J




cvcum-'i! )

nternet
l:l!m
2.3.2. Mozi lla Firefox
Goto Tools/Options / Advanced / Network / Connection / Settings / Manual Proxy
Configuration / HTTP proxy - insert server IP ( the computer where Cyclop e Internet
Filtering Proxy isinstalled ), Port - insertthe port.

D Mozilla Firefox i —Gooedd_| - toma Poge
e : .
Fle Edt Yiew Go Bookmarks  Tools Help ) AR Lot
Privacy [ Use urent Page | [ wise Bockmark... | [ Use tlerkpage |
Web Search Chrek
= .~ Reload @ Forks 8 Cokors
Read tad (0 new) P eroomrss | | o vtk ports s ot o s .
Customize Links  Free Hotmal  Stati Ney Message... CtriM Medi é
. Languages
Dowrdosds
W‘ Cried _;.7 Sedect dof st Languages and Character Encoding for web pages.
Extensions =
Themes Advarced Def okt Browser
;av - () Frefox shoud chedkto see I & & the defouk browsar when
Page Info o
[Ee— oo i
k.
=
Connection Settings 5(-

Configure Praxies to Access the Intemet
) Drrect conrmction to the Interrt Insert server IP
O Ato-detect proxy settings for this netwark

(5) Manual praxy configuration Insert port
Use the ‘Peaxy For o protocols -
HTTP Praxy: Port:
2R Pra Port:
ETP Proxy: Pogt:
Gopher Proxy: Port:
SOCKS Host: Porg:

No Proxy for:  local )
Example: .moxlls.org, net.ne, 192,168.1.0724
© Automatic proxy configuration URL:

C= ] (o ]
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2.3.3.

Opera

Goto Tools / Preferences / Advanced / Network / Proxy Server / HTTP

( the computer where

"+ Blank page - Opera
Fie Edt View Navigtton GBookmarks Mal Chat BEEE Window Heb

Cyclope Internet Filtering Proxy

L) Opera ~ . Opera Communky | OperaWebMal O

Shalacll ¥~

\.‘ " ¥

Search

(&)

Bookmarks

Contacts Curb+-AR+0
Notes CtrleAk+E
Transfers Ctri+Ak+T
History Chri+Ak+H
Cooldes...

Wand passwords...

Delete private data...

- w X
Advanced »

Quick preferences F12 »

Insert server IP

Proxy servers

+/ Gopher

WAIS

Enable HTTP 1.1 for proxy
Do not use proxy on the addresses below

local

Use automatic proxy configuration

is installed ),

Toskars w3 wares
B ]
- Max onvectons e 8 servee 8

e
Ports
Poon s
Mamede

el P e wrd gt
[

Mac 1oty convectinn

Fom Oy
Dofak sppkcation
L4 ot
Moy and o
Py
Seasty

- insert server |IP

Port - insert the port.

2
Iynctroros UG

/' Ercode rtemationdl web add s web LTr-8
Ay shom sarver rvors

©. FTP pathe swiatn to cuer dractory

Abackse FIP patte

-10-
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2.4. Client Installation

The client applications are located in the [Installation_Fo Ider] \ Clients folder and must be
installed on each computer that is to be monitored.

il

CIFPClientManual.exe - invisible in Task Manager, recommended to be installed on
computer running on  Windows 2000 , Window s XP , Windows Server 2003 , Windows
Vista , Windows Server 2008 , Windows 7  operating systems (the Windows 98 and
Windows ME  machines cannot be monitored).

CIFPClientAutomatic.exe - invisible in Task Manager, recommended to be installed
on computer running on Windows 2000 , Windows XP , Windows Server 2003 ,
Windows Vista , Windows Server 2008 , Windows 7  operating systems  (the Windows

98 and Windows ME machines cannot be monitored) providing automatic traffic
redirection features.

CIFPNetClient.dll - this applicat ion should be installed in networks using GPO
( Group Policy Object )

Cyclope Internet Filtering Proxy Client Installation

Run the chosen client version setup.

 Cyclope Internet Filtering Proxy Client 3.0 Setup =10 x|

Welcome to the Cyclope Internet
Filtering Proxy Client 3.0 Setup

This wizard will guide vou through the installation of Cyclope
Internet Filtering Proxy Client 3.0,

1t is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Install to start the installation.

Cancel |

-11-
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At the end of the application installation, the following dialog box will appear, allowing the
Cyclope Internet Filtering Proxy Client Configuration

Information needed to be filled in is the name of the server or the IP address of the server
on which Cyclope Internet Filtering Proxy Server is installed and the server port (
default value is 8585 ) . Test i fthe client can connect to the server by pressing Test Server

Connection  button. It is recommended to test the connection before proceeding to the next
client.
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