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1. Overview

Cyclope Internet Filtering Proxy monitors the entire Internet traffic and blocks the access to
websites and files according to the chosen filter. The requested web pages are displayed only if
they comply with the specified filters.

Cyclope Internet Filtering Proxy comes to help companies better manage Internet usage and
bandwidth consumption, reduce web browsing for personal use during working hours, eliminate
explicit content websites form being accessed, protect the network against online threats, and
discourage the download of unlicensed software and other copyrighted materials.

Cyclope Internet Filtering Proxy monitors the entire Internet traffic and blocks the access to
websites and files according to the chosen filter. The requested web pages are displayed only if
they comply with the specified filters.

Cyclope Internet Filtering Proxy is also an Internet Sharing Software, capable of providing cost
effective Internet access to multiple computers via a single Internet connection.
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2. Installation
2.1. System requirements

Windows NT, 2000, 2003, XP

256 MB RAM

4 MB on Hard Disk for application files
50MB additional storage space for log files.

2.2, Cyclope Internet Filtering Proxy Installation

In the setup please choose the installation folder where you want the program to be installed (the
default folder is Program files\CIFP)

After install you have to configure Cyclope Internet Filtering Proxy. This is possible by running
the Configuration Wizard that will open as soon as the installation wizard is finished.

Run Cyclope Internet Filtering Proxy IP Address Wizard. This wizard will start automatically
before finishing the installation wizard.

Welcome to the Cyclope Internet Filter
Server Configuration Wizard

This wizard will help you configure Cyclope Internet Filtering Proxy server
and the browsers to best view the web interface.

Cyclope Internet Filtering Proxy is a proxy server with advanced filtering
features. You have to select one of the IP addresses and type a port
number on which the Cyclope Internet Filtering Prosy will listen for
incoming client connections.

To continue, click Next.

FILTERING

Next > | Cancel |
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Select the IP Address

Cyclope Internet Filtering Proxy is a proxy server with advanced filtering features. You have
to select one of the IP addresses and type a port number on which the Cyclope Internet
Filtering Proxy will listen for incoming client connections. In the IP addresses dropdown you will
see all the IP addresses that your machine currently is using: the LAN IP address (which is
usually 192.168.x.x or 10.x.x.x), the Default IP address (127.0.0.1) and if the case, an
External IP address (like 68.x.x.x or 216.x.x.x). If you select the LAN IP address (which is
usually 192.168.x.x or 10.x.x.x) the traffic from all your LAN machines can be filtered. We
recommend you to use this IP address. If you select the Default IP address (127.0.0.1) only
the traffic from your machine will be filtered. This is recommended when you test the product on
a single machine. Configuring the Cyclope Internet Filtering Proxy to listen to an External IP
address (like 68.x.x.x or 216.x.x.x) is highly not recommended.

Select IP Address

In the IP addresses dropdown you will see all the IP addresses that your
machine currently is using: the LAN IP address [which is usually
192.168.%.% or 10.%.x.%) and if the case, an external IP address (like
B8.x.%.% or 216.5.%.%).

Configuring the Cyclope Intemet Filtering Proxy to listen to an external IP
address (68.x.x.% or 216.x.%.%] is highly NOT RECOMMENDED.

For your machine we recommend you choosing this IP address:
192.168.0.25

Select IP Address:  {192.168.0.25 |

Select Port; 8080

FILTERING

< Back

Cancel I

Browser Configuration

This section allows you to configure the browsers installed on your machine to use the Cyclope
Internet Filtering Proxy in order to filter the content and access the configuration pages.
Cyclope Internet Filtering Proxy has a web Interface that allows you to configure the filtering
rules and to show you detailed statistics. The configuration pages will be automatically loaded at
the end of installation process. The other browsers can be configured to use Cyclope Internet
Filtering Proxy in order to filter and track the web traffic generated while using them.
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Browser Configuration

access the configuration pages.

your address bar.

installation process.

¥ Intemet Explorer ™ Opera

FILTERING

[ Mozilla (including Firefox) [ Netscape

This section allows you to configure the browsers installed on your machine
to use the Cyclope Intemet Filtering Proxy in order to filter the content and

The application has a web Interface that allows you to configure the filtering
ules and to show you detailed statistics. This web interface is accessible
only by using Intemet Explorer (default brawser) by typing http: //web.filter in

The configuration pages will be automatically loaded at the end of

The other browsers can be configured to use Cyclope Internet Filtering
Proxy in order to filter and track the web traffic generated while using them.

<Back [{Hex> |  Cancel

Client Configuration

In order to control and filter the Internet traffic made by work stations, you must configure the

installed browsers to use a proxy server running on the chosen LAN IP, and chosen port.

Employee Workstations

_ Cyclope Internet
\ Filtering Proxy

L I==0N IS

How to configure client workstations

A~ . Internet Gateway  Internet
MUST be EE
configured to use
Cyclope as proxy
server
Reports & Statistics
< Back Cancel Finish |

For manually configuring your browser so that the application performs successfully please follow
the paths below. After the wizard is completed, Cyclope internet Filtering Proxy web interface

will open in a new browser.

-6-
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Setup - Cyclope Internet Filtering Proxy

Completing the Cyclope Internet
Filtering Proxy Setup Wizard

Setup has finished installing Cyclope Intemet Filtering Proxy on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

Launch Cyclope Intemet Filtering Proxy User Interface
[] Launch Cyclope Intemet Filtering ProxyHelp

FILTERING

| <Back |[ Finish |

2.3. Client Browser Configuration

For monitoring all computers, it is compulsory that all traffic is routed through the same proxy. All
network members will be asked to make some changes to the browsers they are using. This can
be done manually following the instructions detailed below, or by using the Client Configuration
Utility from the Cyclope Internet Filtering Proxy package. Before proceeding to the manual
client browser configuration make sure that you know:

o The server IP ( the computer where the application is installed )
o The port to be used. The default application port is: 8080.

If used in network please use the configuration utility to configure the proxy to listen for
connections from the network IP address of the computer where Cyclope Internet Filtering
Proxy is installed, then set all internet browsers from the computer clients that are using
Cyclope Internet Filtering Proxy to access the Internet via a proxy connection and the proxy
address is the address of the computer where the proxy is installed.
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2.3.1. Internet Explorer

A about:blank - Microsoft Internet Explorer

Fle EdR View Favorkes Toolks m
. Mai and News g
o/ </ .’_‘] Pop-up Blocker S Ly
Address ﬂmim Syreheonize. ..
+ Anorymous Browsing m G Tl Unceon
Yahoo! Services »
X7 - 2 & |
Windows Messangsr T
Sun Java Corscle
Reset Wed Settings...

Go to Tools / Internet Options / Connections / LAN Settings / Use a proxy server for
your LAN / Address - insert server IP ( the computer where Cyclope Internet Filtering Proxy
is installed ), Port - insert the port.

Internet Options

Generdl Secuiy.thocy_Conth Connecbons | Programe | Advanced|

Home page
[ E! You can changs whech pags 10 Lt Jor pout home pags
Addess

[ Use Curent ] Wwoauj[ Use Blark. ]

Temporary Intemnet fles

{ Pages you view on the Intermst ae stoeed n a specsyl folder
\ for quack viovang later

(Delete Cockies._ | | Detete Fies | [ Settings |

Histoty

The Hidory foldar contams knks 10 pages pou've vislled, fore
Quack access 10 tecantly viewsd pages.

o~

Days 1o keep pages in hestory: 2 3
[ Cokes. || Foms. | [ Languages | [Accessbiry. |

LOK ” Cancel I

Internet Options r;?i &.,

General | Secunty | Pavacy | Contert | Connections | Programs | Advanced
i Yo set up an Irternet connection, dick

% 25
Dialup and Vietual Prvate Network seting:

Choana Settings ¥ you need to configure & proxy
server for & connection,
Local Asea Netwodk [LAN] 1eting:
LAN Settings do not apply to dal-up connections. e
Choose Settings sbove for dal-up settings, M

N
[ ok || Coen |

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration,

[] Automatically detect settings

[[Juse automatic configuration script

Proxy server

Useaproxysetver for your LAN {These settings will not apply to
dial-up or YPN connections).
Address: | \ Port: ~fAdvanced...

Wp’oxy server for local addresses Insert port

Insert server IP [ p ] [ Carcel ]
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2.3.2. Mozilla Firefox

Go to Tools/Options / Advanced / Network / Connection / Settings / Manual Proxy
Configuration / HTTP proxy - insert server IP ( the computer where Cyclope Internet
Filtering Proxy is installed ), Port - insert the port.

D Mozilla Firefox I Gorerdl L - o Poge
) Locton(s): | sbexs tlark
Ble Ed Yew Go [ookmarks | Joos Help Privacy [Use Gurent Page | [ise Bockmark... | [Use thark Page |
W
v 4~ Reload eb Search QK | e Forks & Cokors
Read tad (0 new) WERFOOIES | | cotert etk Forks and Colors foe wab pages. Forts b Cokors..
Customize Links  Free Hotmal  Stati Ney Message... CtriéM Medi é e
w = el
ownloads Curked 2 Select ef sk Languaagen and Character Encoden for web pages.
Extens 5%
W ‘é::'ced Def 2kt Browser
= () Frefox shoud chedkto see I & & the defouk browsar when
Javascript Console il
Page Info Conrection
[Ee— st i
Ce=]

Connection Settings ﬁ(-’

Configure Proes to Access the Intemet
) Dieect corraction to the Internat Insert server IP
O Auto-detect proxy settings for this netwerk
(5) Manual praxy configuration Insert port
Use the peaxy For ol protocols @
HTTP Praxy:
5 vvozk

ETP Proxy:
Gopher Proxy:
SOCKS Host;

$144%

No Proxy for:  local )
Example: .moalls.org, net.ne, 192,168,1,.0724
O Automatic proxy configuration URL:

C= ] (o ]
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2.3.3. Opera

Go to Tools / Preferences / Advanced / Network / Proxy Server / HTTP - insert server IP
( the computer where Cyclope Internet Filtering Proxy is installed ), Port - insert the port.

"+ Blank page - Opera
Fle Edt View Navigation GBookmarks Mal Chat BEEER Window Heb

Contacts Curb+-AR+0
Notes CtrleAR+E
Transfers Ctrisak4T
- History Chri+Ak+H
) Opera ¥ | Opera Communiy |« Opera WebMal  ( Hes e s e (8
Cookes... sore Mac ey convectirn 0
Slla ¥ ndenie: s
P Delete private data... Elreres vdnety </, Crcad ntamational Wb kS seses with U4
\* Ny Y A ” o Ay shows Srven Sveny
) Otk sovtcation
Seach M’“ed o ey o< o, FTP pathe swiane to ceer drectory
\ Quick preferences FI12 » searty monma 4
|
Bookmarks

Insert server IP

Proxy servers

+/ Gopher

WAIS

Enable HTTP 1.1 for proxy
Do not use proxy on the addresses below

local

Use automatic proxy configuration

-10 -
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2.4. Client Installation

The client applications are located in the [Installation_Folder]\Clients folder and must be
installed on each computer that is to be monitored.

o CIFPClientManual.exe - invisible in Task Manager, recommended to be installed on
computer running on Windows 2000, Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008, Windows 7 operating systems (the Windows 98 and
Windows ME machines cannot be monitored).

o CIFPClientAutomatic.exe - invisible in Task Manager, recommended to be installed
on computer running on Windows 2000, Windows XP, Windows Server 2003,
Windows Vista, Windows Server 2008, Windows 7 operating systems (the Windows
98 and Windows ME machines cannot be monitored) providing automatic traffic
redirection features.

o CIFPNetClient.dll - this application should be installed in networks using GPO
( Group Policy Object )

Cyclope Internet Filtering Proxy Client Installation

Run the chosen client version setup.

 Cyclope Internet Filtering Proxy Client 3.0 Setup =10 x|

Welcome to the Cyclope Internet
Filtering Proxy Client 3.0 Setup

This wizard will guide vou through the installation of Cyclope
Internet Filtering Proxy Client 3.0,

1t is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Install to start the installation.

-11 -
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At the end of the application installation, the following dialog box will appear, allowing the
Cyclope Internet Filtering Proxy Client Configuration

Ti¢ Cyclope Internet Filtering Proxy Client Configuration E ‘5]

— Cyclope Intemet Filtering Proxy Server Settings

Server Name Or IP Address |1 92168.0.15
Server Port [default value 8585) |8535 e s P

MNote: In case you deploy the Cyclope Internet Filtering Proxy Client on the
same machine where Cyclope Intemet Filtering Proxy Server is running
please enter the local IP address.

Save Settings Exit

Information needed to be filled in is the name of the server or the IP address of the server

on which Cyclope Internet Filtering Proxy Server is installed and the server port (

default value is 8585 ). Test if the client can connect to the server by pressing Test Server

Connection button. It is recommended to test the connection before proceeding to the next
client.

-12 -



| Internet
Filtering
| solutions

 Cyclope Internet Filtering Proxy Client 3.0 Setup =10 x|

Completing the Cyclope Internet
Filtering Proxy Client 3.0 Setup

Cyclope Internet Filtering Proxy Client 3.0 has been installed
on your computer,

Click Finish to close this wizard.

Cyclope Internet Filtering Proxy Net Client Installation

In case you chose to use the CyclopeNETHidden.dll, the clients designed for Active Directory,
make sure that the following set of parameters required for use with the Cyclope Internet
Filtering Proxy Net Client is configured.

These parameters are:
"-cfg=[srv=CYLOPE_SERVER&srvport=CYLOPE_SERVER_PORT]"
The parameters are identical with the one used by Cyclope Internet Filtering Proxy Client.

The Cyclope Internet Filtering Proxy Net Client may be started each time a user logs on, by
using a GPO ( Group Policy Object ). To create this:

1. A GPO has to be linked to an OU ( Organizational Unit ).

- In Active Directory / Users and Computers, right click the OU and select Properties.

-13-
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& Manage Your Server

»

»

»

Application servers provide the cors tachmbges required to
build, deploy and operate XML Web Services, Web
applcations, and dstribuzed spplications. Applcation server
techmobges indude ASP.KET, COM+, and Intemes
Information Services (IIS).

Domain Controller (Active Directory)

Doman conrolers use Adive Directory to manace natwork
resowrces such as users, computers, and applcations,

DNS Server

LIS (Doman Name System) servers translate comain and
computer DS names to [P addresses,

DHCP Server

CHCP (Dynannic Host Configuration Protocal) sevvers assign
IP addresses to network chents,

£
@

€

.E‘a'

@ﬁﬂ

LV

-k

Search Heb and Suppoet Center

Mznage this apolcaticn
server

Read about applcation
servers

Read sbout Web Interface
for Remote Adminristration
of Web servers

Review the next steps for
this role

M 26 YS!
computers in Active

recl Opers the coraole for adwnestenng and publishing

Menagenformation in the drectory.

Menage sites and services

Review the next steps for
this role

| Manage this DNS carver

Review the next steps foe
this role

| Manage this DHCP server

Daniiais Hha mavh sbane For

-\79 Active Directory Users and Computer

Developer

0 objects

(L1 saved Queries

Mame

=l @ Amplusnet.local
(22 Builtin
(£ Computers
--{&] Domain Controllers
(1] ForeignSecurityPrincipals
(7 Users
& nglegate Contral...
Move...
Find...

Mew
All Tasks

View
Mew Window from Here

Cut

Delete
Rename
Refresh
Export List. .,

Help
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- In the Group Policy Tab a new GPO may be created for the OU or an existing unlinked GPO

may be linked to the current

2. Click Edit to edit the GPO Properties or open a MMC with the wanted GPO shap-in

Developer Properties ﬂ

ou

Generall Managed Byl COM+ Group Policy I

To improve Group Policy management, upgrade to the Group Policy
Management Console (GPMC).

Current Group Policy Object Links for Developer

Group Policy Object Links No Override | Disabled

Mo Override
Disabled
New
Add...
Group Policy Objects hic L highest priority.
This list obtained from: a Delete...
New g Rename I Up l
DOptions... | [ A Riaperties Es l Down l
[~ Block Policy inheritance
Close I Eancel I Lpply

3. Under User Configuration, expand Windows Settings, click Scripts ( Logon / Logoff )

and double click Logon.

"Ji Group Policy Object Editor
Fie Adion Yiew Help

e | B B2

[ Software Settings
-] ¥indows Settings
- [] Administrative Terplates
= {3 User Cenfiguration
4[] Software Settirgs
[=1- [ Yhndows Sextings
R I.

[CRIT

14 (L) Folder Redirection

(41 %) Internet Explarer Maini
[ Administrative Terplates

< §:

Select an item to view its description.

Name

57 Cychaps [appsv.Arphisnet local) & Scripts (Logon/Logoff)
= 3 Compuzer Configuration

=klogon
= Logoff

Extended A Standard /.

-15-
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4. Click Add and browse to a script ( from a share or from the local computer ) that starts an
application. The script is written in Windows Script Host.

Logonproperties @R

Scripts I

:;L: Logon Scripts for Cyclope

Name | Parameters |

Up
Dowr

Edit...

=)
O

IEMOYE

To view the script files stored in this Group Policy Object, press
the button below.

ShowFiles.. |

0K I Cancel Spply
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Logon Properties n m

Scripts ]

Logon Scripts for Cyclope

Name Parameters

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... ‘

oK I Cancel Apply

Each time a user that has the GPO - linked, logs on, the application is started.

Example of the script: winScript.vbs
Set WshShell = WScript.CreateObject("WScript.Shell")

WshShell.Run rundll32.exe \\Share\CIFPNetClient.dll rdl -
cfg=[srv=10.0.0.1&srvport=8585]"

Example of the script: winScript.vbs

Dim WshShell

Dim value

Set WshShell = WScript.CreateObject ("WScript.shell™)

value = "rundli32.exe \\10.0.0.1:8585\Client\CIFPNetClient.dll rdl -
cfg=[srv=10.0.0.1&srvport=8585]"

WshShell.RegWrite "HKCU\ Software\Microsoft\Windows\ CurrentVersion\Run\cy",

value

-17 -
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Cyclope Internet Filtering Proxy Client Uninstall

In order to uninstall the client application please run CIFPCLientUninstall.exe (located in your
Windows folder). You will be prompted with a message requesting a password.

# CIFPClientUninstall x|

Authorization

Please enter the Administrative Password : l

Cancel |

This security check prevents unauthorized users from disabling the client application. The
requested password is cyclopeadminl123x.

Press Uninstall Now Button in order to complete the process.

CIFPClientUninstall ) x|

Actions

Press Uninstall Now Button

Uninstall Now Button i

3. Support

E-mail Support
= For any technical related question please contact our technical support team:
support@amplusnet.com
For any sales related questions please contact our sales support team:
sales@amplusnet.com

Phone Support
Our phone support lines (available during working days):
+40 365 401269

-18-
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